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Outline

● Using Big Data to collect Metrics & Logs 
● Use case: Anomaly Detection

● Detecting SSH attacks using log analysis
● Detecting SLURM job anomalies using metrics



  

Phases

Phase 1: Measure → Collect & Store

Phase 2: Understand → Analyze & Visualize

Phase 3: Control → Monitoring

Phase 4: Improve → Anomaly Detection
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33487 metrics

10 Million time series



  

Metrics Collection
Architecture
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Log Collection
Architecture
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Phase 2: Understand



  

Dashboards
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Bokeh App



  

Phase 3: Control



  

Log Alerts: Icinga



  

Metric Alerts: Bosun



  

Phase 4: Improve



  

Anomaly Detection

Types of anomalies in time series
● Outliers
● Change points
● Anomalous time series



  

Generic Anomaly Detection

● Generic frameworks for Anomaly 
Detection
● They trigger too many false alerts
● In our experience it is better to trigger 
specific use cases



  

SSH Attack Detection

Problem: Daily our public servers are 
scanned and attacked

Detection: Correlate real-time SSH 
connection information to detect attacks

Objective: Automatically update router 
configuration to stop the attacks



  

SSH Attack Detection



  

Results



  

Server Anomalous 
Performance

Problem: Parallel jobs are cancelled 
because some of the nodes have poor 
performance. Computation is lost.

Detection: Analyze & visualize server 
metrics to spot the anomalous node

Objective: Automatically detect low 
performance nodes



  

Analyze & Visualize



  

Anomalous Performance Detection



  

Conclusions

● No longer needed to delete old data
● Generic anomaly detecion systems 
generate too many alerts
● Target specific use cases to maintain 
number of alerts low



THANKS!
( jlopez [at] cesga [dot ] es )
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