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               1.
Electronic Mail
Or Email



Electronic 
Mail

From: Good_Intentions@hell.hot
To: 1_Person, 20_Persons
CC: Several_Persons
Subject: This is very Important

✔ “Good vs Bad” Forward
✔ Lists in To:
✔ Disclose internal Emails to outside
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SPAM

✔ Forward all mail
✔ SPAMLEARN
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               2.
Passwords
Or other secrets



Passwords

▪ Unique Credentials
▪ Password (Min. 8 Characters)
▪ Public Resources (Pcs, Wifi, others)
▪ SSH Keys
▪ Encryption with GPG/PGP
▪ Theft/Loss of equipment
▪ Encryption of partition with EncFS
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SSH Keys

[ndias@lnlip01 ~]$ ssh-keygen 
Generating public/private rsa key pair.
Enter file in which to save the key (/home/csys/ndias/.ssh/id_rsa): 
Enter passphrase (empty for no passphrase): 
Enter same passphrase again: 
Your identification has been saved in /home/csys/ndias/.ssh/id_rsa.
Your public key has been saved in /home/csys/ndias/.ssh/id_rsa.pub.

[ndias@lnlip01 ~]$ scp .ssh/id_rsa.pub fermi:
[ndias@fermi ~]$ cat id_rsa.pub >> .ssh/authorized_keys
[ndias@fermi ~]$ ls -la .ssh/id_rsa
-rw------- 1 xxxxx users 1766 Jan 25  2017 .ssh/id_rsa

And protect your HOME
drwxrwxrwx+ 214 xxxxx users      28672 Jan 30 16:35 .
drwxr-xr-x+ 214 xxxxx users      28672 Jan 30 16:35 . 
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Web Pages
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▪ Sensitive information
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▪ API’s, libs, code
▪ Copyright!
▪ Databases
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Software



Software

▪ Proprietary, Licence!
▪ Open Source
▪ Updates
▪ Anti-Virus
▪ Browsers
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Backup
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Thanks!
Questions?

Always use helpdesk@lip.pt :)

mailto:helpdesk@lip.pt
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