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Bologna, February 20 - Today, it has been confirmed
that ICSC - Italian Research Center on HPC, Big Data
and Quantum Computing has been officially selected as

a National Node of the European Open Science Cloud
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" Al validation service provider

Cases Slides
Prostatectomies (1984-2008) 5525 104335
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Main goals:

» Provide a cloud-enabled platform for the multi-centric validation of Al models for prostate cancer screening on
sensitive health data in compliant frameworks

Main contribution of EOSC Node Italy:

» Exploit sensitive data storage and analysis facilities leveraging the INFN 1SO-certified cloud infrastructure

« Provide compute, storage and Al capacities in EHDS (European Health Data Space Regulation) compliant manner for

data-users to the research community leveraging INFN resources and competencies

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing Missione 4 = Istruzione e Ricerca
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An integrated digital ecosystem to design, run and transfer Al-enabled
digital twins across the edge-cloud-HPC continuum.

* Al and real-time data applications span
edge devices, cloud and HPC

©]]

* Companies and public administrations
need validated infrastructure, labs and
use cases to adopt them

* Federated, secure and interoperable
edge-cloud-HPC infrastructure

* Digital twins and Al pipelines running
along the continuum

* Thematic labs: health, environment,
toxicology, mobility, cybersecurity

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing
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Goal

Develop an integrated monitoring and Al
framework to collect real-time air pollutant
measurements in poorly monitored, urban
and high-traffic areas, supporting high-
resolution pollution mapping, exposure
assessment and short-term forecasting.

Drone platform
(Matrice 400)

/-: Sniffer sensor l

Sniffer sensor

Portable system for real-time pollutant
measurements and georeferenced data
collection.

Drones
Airborne monitoring to extend spatial
coverage and identify pollution hotspots.

Workstations
High-performance computing for data
analysis, Al model development and

! Prediction &
forecasting.

forecasting
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SKILLS DEVELOPMENT

Training to access computing power and
create Al models and services

Al FACTORY

ADVISORY SERVICES

VERTICAL SERVICES

Domain-Specific Al-Ready Data Preparation and Al Model Selection and Agrifood Prototyping and
Dataset Discovery Standardization Characterization Application Development
Earth Prototyping and Manufacturing Prototyping and Cybersecurity Prototyping and
Application Development Application Development Application Development
DATA-RELATED SERVICES

Data Discovery and Selection Synthetic Data Generation High Perfor;r:'a)gclz-t)a Data Lake Simulation Data Lake (SDL)
Massive Data Transfer HPC Data Preprocessing Structured Data Anonymization

HORIZONTAL SERVICES

. . Large-Scale Al Pre-training Custom Al Model Rapid Al Framework and Workflow
Custom RAG Workflow Setup Agentic Al Systems Federated Training and Fine-Tuning
Al Optimization, Validation Al Reliability Assessment for . . Technical Reliability
MLOps suHPC and Scalability Critical Systems l Al'Legal Compliance AlRisk Assessment Assessment and Sandbox

From capability building to the technology platform: 29 connected services in one integrated pathway

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing Missione 4 e Istruzione e Ricerca
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Example: Al for skin-cancer detection Data not representative

e Trained mostly on light skin .
e Performs poorly on dark skin

Bias hidden in the model

.

Errors surface only in clinical use

-

e Consequence: diagnostic inequalities

The model looks
accurate on average —
the bias stays hidden
until patients are
affected.

uuuuu

% benign

el Oversight has to start with the data

0% benign

Adamson AS, Smith A. Machine Learning and Health Care Disparities in Dermatology. JAMA

s s : Dermatology. 2018 Nov;154(11):1247-1248. DOI: 10.1001/jamadermatol.2018.2348. PMID:
P 30073260.

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing Missione 4 e Istruzione e Ricerca
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The value of FAIR data beyond academia: it creates value beyond the original project, accelerating research, Findable ~ Accessible  Interoperable  Reusable
innovation and Al adoption.

For researchers For companies
Greater Visibility and Impact Alignment with Industry Priorities
Datasets become discoverable, citable and reusable FAIR data practices improve efficiency, innovation speed, and

More Reproducible Science reduce risks in industrial settings

Clear metadata and provenance improve trust and validation Cost Reduction and Al Acceleration
Shared vocabularies and standardized metadata lower integration

Faster Data Reuse
costs and accelerate Al development

Less time spent rediscovering, cleaning and understanding data
Regulatory Readiness and Traceability

FAIR data ensures traceability and provenance critical for audits in
regulated sectors

More Collaboration Opportunities
Easier participation in national and international projects

Data Collaboration and Long-term Value
FAIR enables safe partner collaboration and maintains data usability
over time

ICSC and IT4LIA work with researchers, public administrations, startups and SMEs: FAIR, Al-ready data matter to all of them.

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing Missione 4 e Istruzione e Ricerca
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Al data readiness: can a dataset be used to train, validate and deploy models reliably and safely?

Quality Art. 10(3) Representativeness Art. 10(3)-( Annotations Art. 10(2)(c)

Is the data clean and complete? Does it reflect reality fairly? Can Al understand the labels?
X Missing values, corrupted images X Skin-cancer model trained on light skin X Two radiologists label the same scan
differently
Is there enough data? Is it standardised and documented? Can we reconstruct its history?
X 99% healthy patients, 1% rare disease X Every hospital exports a different X Nobody knows which dataset version
format trained the model

The Al Act turns data readiness into a compliance requirement. FAIR data principles help, but Al compliance
additionally requires evidence of quality, bias management, documentation, and provenance.

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing Missione 4 e Istruzione e Ricerca
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Data access

. import xarray as xr
Use these credentials to access all your

Welcome to granted datasets:
ArcoDataHub user = "franch"
° key = "b5a76e43d20841539334c88halcl199b2"
Part of the Italian Al Factory (ITALIA), your gateway to - Username

dataset = "italian-radar-dpc-sri.zarr"

Analysis-Ready Cloud-Optimized (ARCO) datasets.

° Youca
Access, analyze, and download high-quality live-updated franch L. N %
v Access Granted
data in cloud-native formats including Zarr, COG (Cloud-

Optimized GeoTIFF), Parquet, and FlatGeobuf. dataset_ur"L = f" https . //{U ser‘}— .

Our portal serves diverse domains including meteorology, {key}@api.arcodatahub.com/S3/{dataset}"
agriculture, cybersecurity, and beyond for researchers, - (datase " naine="z4
sclantists, and data enthusiasts across taly and EUrope P Access Key ? ? ds = xr.open_dataset(dataset_url, engine="z

‘o fidap | b5a76e43d20841539334c88baBc199b2 i |
create an account personal API credentials ARCO data, Zarr / Parquet open it in one line of code

From: CSV exports, local column names, no data dictionary, unknown version.
To: documented ARCO (Analyze Ready, Cloud Optimized) datasets that load in one line

Screens from ArcoDataHub (https://arcodatahub.com/), the IT4LIA portal for analysis-ready, cloud-optimised datasets (with WP5)

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing Missione 4 e Istruzione e Ricerca
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What IT4LIA put in place What a steward does

Chief Librarian appointed .
e Reviews datasets

Data Steward network: 4 stewards trained * Assesses governance

» e Checks documentation
e Evaluates Al readiness
e Monitors compliance

Stewardship turns data governance into practice and makes Al-readiness checkable before the data is used.

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing Missione 4 e Istruzione e Ricerca
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Embedding Al Trust into professional training

AMH_itdlia/ Unified IAD_DATASET %% FBK_it4lia/IT-DPC-SRI_DATASET =

+ ITALIA Al Factary Knewledge Mordel 432
Questicnnaire 1= Metrics @ Preview i) Documents.
L1 itdlia/PHANTOM DATASET *° —_—

- . TALIA A1 Factory Knowledge Model 432 Updated 2 days ogo. View T0D0s @)  Comments @)  Version history QL
Al41_jtdlin/UAY Testing Competition Dataset DATASET 1. ([EXZ) 's the provenance (lineage) of the data or comp of the asset doc @z & M@
A Updated § doys wge Current phase - E t d d k I d d I
+1 . [T4LIA Al Factary Krawledge Madel 432 Fr—
Xxtenae nowiedge moade
§ ACH.MI/EMBER cleaned DATASET 3 Befare Project Star.. Any transformations or pipelines apphed (ncluding those resulling from IT4LIA sevices)
Updsted6 doys oge §

+1 « [TALIA &] Factary Knowledge Madel 432 L [ Desirable: Mid-project: Dato definition and dato governance

AN Sereont - Siintion-ased Sensor Dnnse of Safdeving Cas DATASET (T = . s Chapters [ Extormal links: WIC PROV Primer, FAIR Cookbook (Provenance) Al = rea dy q u est i O n S a d d e d to t h e

+1 - IT4LIA Al Factory Krowledge Madel 432 & -
£ Rl -reaciness 1o
L IT4LIA Data .. ~ - =

;oo o o standard questionnaire

+1 .+ [T4LIA &l Factary Knowledge Madel 432
B raiedne I Resoures id.. ~

FEK_itlia/soil_moisturs DATASET 1 o . D Clear answer
F @ £3 . TALIA Al Factery Knowledge Model 432 Pdmedt doysago 2 HIL. Summary = Answered 2 months ago by Fauzia Alberfin.
| Vlian Westher Radar Precipitation Zi (SN0 . I, Ethies - A Collapse
+1 + IT4LIA Al Factory Knowledge Madel 413 e
V. Al Ready 1
g EMBERchaned . (ipim) . Describe the transformations, processing steps, or workflows applied to the  + ® @
#1 - MT4LIA Al Factory Knowledge Model 413 Updoted about 2 months age 3 © Is the language of ..

data (including those resulting from IT4LIA services)

3 What is the availa...

O Is the asset structu..,

Summary Report O isth The description should incude information oa:
= O Is the provenance ..
Answared feurrent phasel: 9/10 S O Describe the tr... = processing and transformation steps;
Answered; 133/175 —— - O 1s the sset versin. * tools and software used:
O Spocity the ms = workfiows of pigelines spplied to produce the asset. .
Metrics Measure * O s information an .. f the s (a.g. paper. report, workflow specification, repository, or technical A I Re a d I n e ss sco re
* O Provide the as. dacumentation), provide a reference or URL.
Fndzaliey e Bueuty i - B 2025-01-01 [ Dissisable: Mic project: Dete definition and dota governance
Accessibility oon (N O Datec.. S t -t h d .
. e ws B IS e B = E & B (R e | Mattonn ummary report with a readiness
Intercparability 100 T
© Are annotations a... Raw DPC SR radar products — format conversion (BUFR/HDFS/GeoTIFF) — spatial reprojection to comman Trangverse -
Reusability oo - (O Are target Al tasks... Mercator grid (1 km) - terporal alignement to 5-min intervals — Zarr encoding with Blose/2std compression — ARCO S CO re O r e a C a a S e
Al eadines iempe bty
Alreadinass oo O © O Spacty e dstacute.
Securily 1.00 ety B dtern T
* O Is ground truth da._. v

Data Stewardship Wizard: https://ds-wizard.org/

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing Missione 4 e Istruzione e Ricerca
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Accountability is impossible if nobody can answer:

Which data trained the model?
Which version?

Under which licence?

With which transformations?

Who approved and who modified it?

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing

ll Ital'aodomani I C S

Data Services building blocks:

National Data Registry + Metadata Engine

Metadata management Provenance

Lineage Versioning

Al Act hooks

e Art. 10(2)(b) — origin and collection of data
e Art. 11 + Annex IV — dataset documentation

e Art. 12, 19 — logs of system operation

Missione 4 e Istruzione e Ricerca
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Catalogue of datasets and data products Column profiles and data observability Lineage from source data to processed datasets
Column Profile Add v 2
[ Column Profile RowCot  Cokm Profie Sample e resteq Date
131 14 100% 0 Bytes
= © Fob b
- — .
o Domains 2 Owners ler \ber of Object
:
: Act o l-u_q- ust
6 2% . L 23 :
bzl . T _‘
: - - processed dutnresises_rayicae e | tesizna grayucu_comeressed it = < 1 Procemedswitred g
9 — ) e— 122 W0 Cecized. grayscale.compr.. ¥ resized_grayscele_compr... & ‘eocesmd o
Data Product ¢ Q search o % * % ;R ————— —
openmetadata_s3_ingestion §
NNNNNNNN
Data Product 3 Table Profile - e R e w153t v oage :
Data A ate ST = @ e —r () 1 ioosmmtad son dosan
[0 Column Profile o nadrease W o images < row_dataset X 2 processed_raw_dataset
Sum ok
@ Italian Weather Radar Precipitation ; Data Quality ;3,139.557 ” o,
D) Incidents o / ¥ *
@ soil_moisture_dataset field_sensor_data / o R T NS TG Ty
. / w / 3 e § T * Phssmtons
o, \ s {_compressed_ima... 2 resized_compressed_data... 2 processed_resize
o
@ o moisture. datacet forecasted. wenther. ot

Screens from OpenMetadata: one place to see what data we hold, how good it is and where it comes from.
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This talk: make it Al-ready

SPE: protect it

Data . Trusted
hospitals, labs, Describe Govern Prepare controlled access, isolated results
companies, Data registry entry, steward review, formats, compute, sandbox tests
spaces metadata licences readiness score

Documented - representative - cleared - traceable Confidential - access-controlled

ICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing Missione 4 e Istruzione e Ricerca
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