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Motivation Stimulates the adoption of good practices to ease the 
adoption and sustainability of the source code

Delivers
Assessment data, including QA reports and build logs for the 
traceability of development life cycle.

Digital badges that contribute to reputation-building and 
crediting.

The SQAaaS platform: the Quality Assessment and Awarding

For this tutorial we will focus solely on the Quality 
Assessment and Awarding (SQAaaS building block) of 

source code (research object)



Bronze Silver Gold

Accessibility (QC.Acc) ✔ ✔ ✔

Code Management (QC.Man) ✔

Code Metadata (QC.Met) ✔ ✔

Code Style (QC.Sty) ✔

Code Workflow (QC.Wor) ✔

Delivery (QC.Del) ✔

Documentation (QC.Doc) ✔ ✔ ✔

Licensing (QC.Lic) ✔ ✔ ✔

Security Static Analysis (QC.Sec) ✔

Unit Testing (QC.Uni) ✔

Versioning (QC.Ver) ✔ ✔

https://indigo-dc.github.io/sqa-baseline/

The SQAaaS platform: QA criteria & digital badges

10.20350/digitalCSIC/12543

● Have different levels of criticality
○ MUST/SHOULD/MAY (software & 

services)
○ Essential/Important/Useful 

(FAIR)
● Not all of them can be automatically 

evaluated
● Some require user feedback for a 

successful automated evaluation

The QA criteria…

https://docs.sqaaas.eosc-synergy.eu

https://indigo-dc.github.io/sqa-baseline/
https://docs.sqaaas.eosc-synergy.eu


The SQAaaS platform: reporting & awarding

Check complete SQAaaS report

https://sqaaas.eosc-synergy.eu/full-assessment/report/https://raw.githubusercontent.com/eosc-synergy/normflow_.assess.sqaaas/normflow_public_v1.1/.report/assessment_output.json


Python Golang Ruby Java JavaScript JSON Dockerfile

Code 
Style 
(QC.Sty)

flake8 staticcheck rubocop checkstyle stylelint jsonlint hadolint

Security 
(QC.Sec)

bandit gosec

Markdown reStructuredText

Documentation (QC.Doc) markdownlint restructuredtext-lint

The SQAaaS platform: powered by open source tools

Code Style and 
Security
(QC.Sty, QC.Sec)

Documentation
(QC.Doc)

Streamlined support for new tools 
(3 steps)

1. Set the environment for the tool (Docker 
image)

2. Add the tool details in SQAaaS tooling 
metadata:  docker image, arguments, QA 
criterion, etc.

3. (optional) Create a plugin to parse the output 
of the tool

http://github.com/eosc-synergy/sqaaas-tooling
http://github.com/eosc-synergy/sqaaas-tooling


The SQAaaS platform: architecture & integrations



Demo: leveraging 
SQAaaS

GitHub actions



Lattice QCD use case from InterTwin project
https://github.com/jkomijani/normflow_/

SQAaaS demo: our use case

We’ll use SQAaaS GitHub Actions to run a comprehensive  
QA assessment upon a new release of the software

https://github.com/jkomijani/normflow_/


SQAaaS demo: about GitHub Actions 
● Automate the execution of software workflows to build, test & deploy code
● Uses YAML-based descriptions placed under .github/workflows

○ Most common properties: name, on (when to run the workflow), jobs (the actual work)
○ jobs property contains the workflow steps, which can be user-defined commands (run) or actions 

reused (uses)
○ Loads of possible actions to be reused: GitHub Actions marketplace

● More on GitHub Actions docs
●

Screenshots from Quickstart for GitHub actions

https://github.com/marketplace
https://github.com/features/actions
https://docs.github.com/en/actions/writing-workflows/quickstart


SQAaaS demo: the SQAaaS GitHub Action/s

This is the main SQAaaS GH action: triggers the 
default quality assessment of code in the SQAaaS 
platform

● Includes the criteria that can be checked 
without user’s feedback

Why this integration? 
● GitHub Actions widespread use/popular technology for CI work
● To trigger SQAaaS assessment building block as certification tool (report, badges)

● In response to events such as releases, pull requests, regular pushes.. 

How could one trigger SQAaaS from GitHub? The sqaaas-assessment-action

https://github.com/eosc-synergy/sqaaas-assessment-action


SQAaaS demo: the SQAaaS GitHub Action/s

However, some other criteria relate to checks that implies user’s feedback…
● Frequent requirement in unit/functional/integration testing

The sqaaas-step-action permits the definition of the work to be 
done (only for customizable criteria)

Why this integration? 
● GitHub Actions widespread use/popular technology for CI work
● To trigger SQAaaS assessment building block as certification tool (report, badges)

● In response to events such as releases, pull requests, regular pushes.. 

How could one trigger SQAaaS from GitHub? The sqaaas-assessment-action

https://github.com/eosc-synergy/sqaaas-step-action
https://github.com/eosc-synergy/sqaaas-assessment-action


SQAaaS demo: the SQAaaS GitHub Action/s
Why this integration? 

● GitHub Actions widespread use/popular technology for CI work
● To trigger SQAaaS assessment building block as certification tool (report, badges)

● In response to events such as releases, pull requests, regular pushes.. 

How could one trigger SQAaaS from GitHub? The sqaaas-assessment-action
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SQAaaS demo: the SQAaaS GitHub Action/s
Why this integration? 

● GitHub Actions widespread use/popular technology for CI work
● To trigger SQAaaS assessment building block as certification tool (report, badges)

● In response to events such as releases, pull requests, regular pushes.. 

How could one trigger SQAaaS from GitHub? The sqaaas-assessment-action

https://github.com/eosc-synergy/sqaaas-assessment-action


SQAaaS demo: the SQAaaS GitHub Action/s

Putting the requirements all together..

We plan to trigger a SQAaaS certification for our use case normflow_ that:

#1. Use GitHub Actions solution: the repository is maintained through GitHub and already 
uses GH actions

#2. Extend the regular assessment with the unit testing check (pytest): opt for higher 
scores in terms of SQAaaS certification (up to golden badge)

For the demo we will use a fork of the normflow_ repository located under:

https://github.com/EOSC-Synergy-SQAaaS/normflow_ (branch tests)
 

https://github.com/EOSC-Synergy-SQAaaS/normflow_


SQAaaS demo: the SQAaaS GitHub Action/s
https://github.com/EOSC-Synergy-SQAaaS/normflow_ (branch tests)

#1. Use GitHub Actions solution: the repository is maintained through GitHub and already 
uses GH actions

https://github.com/EOSC-Synergy-SQAaaS/normflow_


SQAaaS demo: the SQAaaS GitHub Action/s
https://github.com/EOSC-Synergy-SQAaaS/normflow_ (branch tests)

#2. Extend the QA levels with unit testing check: opt for higher scores in SQAaaS (up to golden badge)

● Code already achieved SQAaaS (silver) badge (click to report)
● Steps:

1. Definition of unit test execution (QC.Uni criterion) ⇨  sqaaas-step-action 
2.  Include the previous QC.Uni step in the overall assessment ⇨ sqaaas-assessment-action

https://github.com/EOSC-Synergy-SQAaaS/normflow_
https://github.com/eosc-synergy/sqaaas-step-action
https://github.com/eosc-synergy/sqaaas-assessment-action
https://sqaaas.eosc-synergy.eu/full-assessment/report


SQAaaS demo: the SQAaaS GitHub Action/s
https://github.com/EOSC-Synergy-SQAaaS/normflow_ (branch tests)

#2. Extend the QA levels with unit testing check: opt for higher scores in SQAaaS (up to golden badge)

● Code already achieved SQAaaS (silver) badge (click to report)
● Steps:

1. Definition of unit test execution (QC.Uni criterion) ⇨  sqaaas-step-action 
2.  Include the previous QC.Uni step in the overall assessment ⇨ sqaaas-assessment-action

↳ Proper environment with required dependencies to run the tests (pytest, pytorch + numpy)

https://github.com/EOSC-Synergy-SQAaaS/normflow_
https://github.com/eosc-synergy/sqaaas-step-action
https://github.com/eosc-synergy/sqaaas-assessment-action
https://sqaaas.eosc-synergy.eu/full-assessment/report


SQAaaS demo: the SQAaaS GitHub Action/s
https://github.com/EOSC-Synergy-SQAaaS/normflow_ (branch tests)

#2. Extend the QA levels with unit testing check: opt for higher scores in SQAaaS (up to golden badge)

● Code already achieved SQAaaS (silver) badge (click to report)
● Steps:

1. Definition of unit test execution (QC.Uni criterion) ⇨  sqaaas-step-action 
2.  Include the previous QC.Uni step in the overall assessment ⇨ sqaaas-assessment-action

↳ Proper environment with required dependencies to run the tests (pytest, pytorch + numpy)

We’ll use Docker Hub’s 
official pytorch image

https://github.com/EOSC-Synergy-SQAaaS/normflow_
https://github.com/eosc-synergy/sqaaas-step-action
https://github.com/eosc-synergy/sqaaas-assessment-action
https://sqaaas.eosc-synergy.eu/full-assessment/report


SQAaaS demo: the SQAaaS GitHub Action/s
https://github.com/EOSC-Synergy-SQAaaS/normflow_ (branch tests)

#2. Extend the QA levels with unit testing check: opt for higher scores in SQAaaS (up to golden badge)

● Code already achieved SQAaaS (silver) badge (click to report)
● Steps:

1. Definition of unit test execution (QC.Uni criterion) ⇨  sqaaas-step-action 
2.  Include the previous QC.Uni step in the overall assessment ⇨ sqaaas-assessment-action

↳ Proper environment with required dependencies to run the tests (pytest, pytorch + numpy)

↳ We’ll provide the set of commands with the  sqaaas-step-action (see docs)

https://github.com/EOSC-Synergy-SQAaaS/normflow_
https://github.com/eosc-synergy/sqaaas-step-action
https://github.com/eosc-synergy/sqaaas-assessment-action
https://github.com/eosc-synergy/sqaaas-step-action
https://github.com/eosc-synergy/sqaaas-step-action#example-usage
https://sqaaas.eosc-synergy.eu/full-assessment/report


SQAaaS demo: the SQAaaS GitHub Action/s
https://github.com/EOSC-Synergy-SQAaaS/normflow_ (branch tests)

#2. Extend the QA levels with unit testing check: opt for higher scores in SQAaaS (up to golden badge)

● Code already achieved SQAaaS (silver) badge (click to report)
● Steps:

1. Definition of unit test execution (QC.Uni criterion) ⇨  sqaaas-step-action 
2.  Include the previous QC.Uni step in the overall assessment ⇨ sqaaas-assessment-action

↳ Modify existing job to add the  step with the 
pytest definition under . github/workflows/

Note: the QC.Uni step MUST be declared within the 
same job (“sqaaas_job”) as the main SQAaaS 

assessment action, otherwise it will not be 
accessible

https://github.com/EOSC-Synergy-SQAaaS/normflow_
https://github.com/eosc-synergy/sqaaas-step-action
https://github.com/eosc-synergy/sqaaas-assessment-action
https://sqaaas.eosc-synergy.eu/full-assessment/report


SQAaaS demo: the SQAaaS GitHub Action/s
https://github.com/EOSC-Synergy-SQAaaS/normflow_ (branch tests)

#2. Extend the QA levels with unit testing check: opt for higher scores in SQAaaS (up to golden badge)

● Code already achieved SQAaaS (silver) badge (click to report)
● Steps:

1. Definition of unit test execution (QC.Uni criterion) ⇨  sqaaas-step-action 
2.  Include the previous QC.Uni step in the overall assessment ⇨ sqaaas-assessment-action

↳ Add a new (job) step with the pytest 
definition in .github/workflows/sqaaas.yml

Note: the QC.Uni step MUST be declared within the 
same job (“sqaaas_job”) as the main SQAaaS 

assessment action, otherwise it will not be 
accessible

Warning: Should we leave the GH workflow as it is 
now and the QC.Uni step would not be triggered by 

the sqaaas-assessment-action

https://github.com/EOSC-Synergy-SQAaaS/normflow_
https://github.com/eosc-synergy/sqaaas-step-action
https://github.com/eosc-synergy/sqaaas-assessment-action
https://sqaaas.eosc-synergy.eu/full-assessment/report


SQAaaS demo: the SQAaaS GitHub Action/s
https://github.com/EOSC-Synergy-SQAaaS/normflow_ (branch tests)

#2. Extend the QA levels with unit testing check: opt for higher scores in SQAaaS (up to golden badge)

● Code already achieved SQAaaS (silver) badge (click to report)
● Steps:

1. Definition of unit test execution (QC.Uni criterion) with pytest ⇨  sqaaas-step-action 
2. Include the previous QC.Uni step in the overall assessment ⇨ sqaaas-assessment-action

https://github.com/EOSC-Synergy-SQAaaS/normflow_
https://github.com/eosc-synergy/sqaaas-step-action
https://github.com/eosc-synergy/sqaaas-assessment-action
https://sqaaas.eosc-synergy.eu/full-assessment/report


SQAaaS demo: the SQAaaS GitHub Action/s
https://github.com/EOSC-Synergy-SQAaaS/normflow_ (branch tests)

#2. Extend the QA levels with unit testing check: opt for higher scores in SQAaaS (up to golden badge)

● Code already achieved SQAaaS (silver) badge (click to report)
● Steps:

1. Definition of unit test execution (QC.Uni criterion) with pytest ⇨  sqaaas-step-action 
2. Include the previous QC.Uni step in the overall assessment ⇨ sqaaas-assessment-action

↳ Explicitly provide the QC.Uni step as input for 
the main sqaaas-assessment-action (docs)

Note: the QC.Uni step is accessible by using the 
value set in the name input sqaaas-step-action

https://github.com/EOSC-Synergy-SQAaaS/normflow_
https://github.com/eosc-synergy/sqaaas-step-action
https://github.com/eosc-synergy/sqaaas-assessment-action
https://sqaaas.eosc-synergy.eu/full-assessment/report
https://github.com/eosc-synergy/sqaaas-assessment-action?tab=readme-ov-file#qc_uni_steps


SQAaaS demo: the SQAaaS GitHub Action/s
https://github.com/EOSC-Synergy-SQAaaS/normflow_ (branch tests)

#2. Extend the QA levels with unit testing check: opt for higher scores in SQAaaS (up to golden badge)

● Code already achieved SQAaaS (silver) badge (click to report)
● Steps:

1. Definition of unit test execution (QC.Uni criterion) with pytest ⇨  sqaaas-step-action 
2. Include the previous QC.Uni step in the overall assessment ⇨ sqaaas-assessment-action

↳ Explicitly provide the QC.Uni step as input for 
the main sqaaas-assessment-action (docs)

Note: the QC.Uni step is accessible by using the 
value set in the name input sqaaas-step-action

↳ We are all set ⇨ commit changes

https://github.com/EOSC-Synergy-SQAaaS/normflow_
https://github.com/eosc-synergy/sqaaas-step-action
https://github.com/eosc-synergy/sqaaas-assessment-action
https://sqaaas.eosc-synergy.eu/full-assessment/report
https://github.com/eosc-synergy/sqaaas-assessment-action?tab=readme-ov-file#qc_uni_steps


SQAaaS demo: the SQAaaS GitHub Action/s
https://github.com/EOSC-Synergy-SQAaaS/normflow_ (branch tests)

#2. Extend the QA levels with unit testing check: opt for higher scores in SQAaaS (up to golden badge)

● Code already achieved SQAaaS (silver) badge (click to report)
● Steps:

1. Definition of unit test execution (QC.Uni criterion) with pytest ⇨  sqaaas-step-action 
2. Include the previous QC.Uni step in the overall assessment ⇨ sqaaas-assessment-action

↳ Explicitly provide the QC.Uni step as input for 
the main sqaaas-assessment-action (docs)

Note: the QC.Uni step is accessible by using the 
value set in the name input sqaaas-step-action

↳ We are all set ⇨ commit changes

↳ Since the GH workflow runs for every push, it 
will be executed immediately

https://github.com/EOSC-Synergy-SQAaaS/normflow_
https://github.com/eosc-synergy/sqaaas-step-action
https://github.com/eosc-synergy/sqaaas-assessment-action
https://sqaaas.eosc-synergy.eu/full-assessment/report
https://github.com/eosc-synergy/sqaaas-assessment-action?tab=readme-ov-file#qc_uni_steps


SQAaaS demo: the SQAaaS GitHub Action/s
https://github.com/EOSC-Synergy-SQAaaS/normflow_ (branch tests)

#2. Extend the QA levels with unit testing check: opt for higher scores in SQAaaS (up to golden badge)

● Code already achieved SQAaaS (silver) badge (click to report)
● Steps:

1. Definition of unit test execution (QC.Uni criterion) with pytest ⇨  sqaaas-step-action 
2. Include the previous QC.Uni step in the overall assessment ⇨ sqaaas-assessment-action

↳ Explicitly provide the QC.Uni step as input for 
the main sqaaas-assessment-action (docs)

Note: the QC.Uni step is accessible by using the 
value set in the name input sqaaas-step-action

↳ We are all set ⇨ commit changes

↳ Since the GH workflow runs for every push, it 
will be executed immediately

https://github.com/EOSC-Synergy-SQAaaS/normflow_
https://github.com/eosc-synergy/sqaaas-step-action
https://github.com/eosc-synergy/sqaaas-assessment-action
https://sqaaas.eosc-synergy.eu/full-assessment/report
https://github.com/eosc-synergy/sqaaas-assessment-action?tab=readme-ov-file#qc_uni_steps


Use case: 
Worfklow 

validation in 
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DT-GEO: Digital Asset validation
CI/CD for workflow validation

✓ GitLab’s DT-GEO organisation: https://gitlab.com/dtgeo

■ Workflow registry (eFlows4HPC service) for the DTC workflow 

validation

■ QA scheduled reports for tracking DT-GEO digital assets 

through SQAaaS platform

⟳ Create Gitlab SQAaaS-based CI/CD pipelines

■ SQAaaS API client implementation using a Gitlab component

■ SQAaaS Engine generates the Jenkins pipeline

■ Trigger SQAaaS Jenkins PaC from git repository event: 

https://jenkins.eosc-synergy.eu

33

https://gitlab.com/dtgeo/
https://gitlab.com/dtgeo/workflow-registry
https://gitlab.com/dtgeo/metadata/QA_reports_dtgeo
https://jenkins.eosc-synergy.eu


Gitlab pipeline using SQAaaS

34

SQAaaS Engine

SQAaaS API

https://gitlab.com/dtgeo/sqa-assessment-image


The Gitlab pipeline components

https://gitlab.com/dtgeo/sqa-assessment-image


Gitlab pipeline for Workflow validation

36

SQAaaS integration implemented using Gitlab components



Gitlab pipeline for Workflow validation
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https://gitlab.com/dtgeo/metadata/sqa-assessment-ci-template 
● Config generator job definition: SQA-step component
● SQAaaS API assess job: SQA component

https://gitlab.com/dtgeo/sqa-assessment-image 
● Config generator: step image
● Trigger SQAaaS API assess: assess image

https://gitlab.com/dtgeo/workflow-management-system/workflow-registry  
● Retrieve DTC configurations for the workflow: DTC component
● Container image creation: CIC component

https://gitlab.com/dtgeo/metadata/sqa-assessment-ci-template
https://gitlab.com/dtgeo/sqa-assessment-image
https://gitlab.com/dtgeo/sqa-assessment-image
https://gitlab.com/dtgeo/workflow-management-system/workflow-registry
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Gitlab pipeline for QA reporting



Gitlab pipeline using SQAaaS
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https://gitlab.com/dtgeo/metadata/sqa-assessment-ci-template 
● SQAaaS API assess job: SQA component

https://gitlab.com/dtgeo/sqa-assessment-image 
● Trigger SQAaaS API assess: assess image

https://gitlab.com/dtgeo/metadata/QA_reports_dtgeo 
● Scheduled pipelines to keep tracking QA analysis
● Generate the QA reports
● Store the reports in Git

https://gitlab.com/dtgeo/metadata/sqa-assessment-ci-template
https://gitlab.com/dtgeo/sqa-assessment-image
https://gitlab.com/dtgeo/sqa-assessment-image
https://gitlab.com/dtgeo/metadata/QA_reports_dtgeo


SQAaaS runtime

40

SQAaaS Engine

SQAaaS API

https://gitlab.com/dtgeo/sqa-assessment-image


SQAaaS runtime

Resources Harvester:

● Use Jenkins Swarm Plugin

○ Accessing computing clusters

○ Accessing virtualization resources

● Use Jenkins Kubernetes Plugin

○ Require access to the Kubernetes cluster API from Jenkins 

Controller

○ Run dynamic agents in the cluster

41



SQAaaS runtime

Security and network isolation:

● Jenkins Agents can be completely isolated behind a firewall and 

use a proxy to connect to the Jenkins Controller

● Jenkins Controller can have access restricted behind a proxy

● Access resources that are not accessible from the Internet

○ Code is loaded to the target infrastructure

○ Create the pipeline using the pulled code from Git

○ Build or pull the required container images

42



SQAaaS Engine using Slurm

43

SQAaaS Engine

SQAaaS API

Jenkins Agent

Jenkins Controller

Jenkins Swarm Plugin

https://github.com/jenkinsc
i/swarm-plugin 

Slurm Jobs
Setup Swarm Agent Jenkins Agent

https://github.com/jenkinsci/swarm-plugin
https://github.com/jenkinsci/swarm-plugin


SQAaaS Engine using Virtualization

44

SQAaaS Engine

SQAaaS API

Jenkins Agent

Jenkins Controller

Jenkins Swarm Plugin

https://github.com/jenkinsc
i/swarm-plugin 

Setup Swarm Agent Jenkins AgentIM TOSCA

https://github.com/grycap/im 

https://github.com/jenkinsci/swarm-plugin
https://github.com/jenkinsci/swarm-plugin
https://github.com/grycap/im


https://github.com/jenkinsc
i/kubernetes-plugin 

SQAaaS Engine using Kubernetes

45

SQAaaS Engine

SQAaaS API

Jenkins Agent

Jenkins Controller

Jenkins Kubernetes Plugin

Jenkins Agent

https://github.com/jenkinsci/kubernetes-plugin
https://github.com/jenkinsci/kubernetes-plugin


Workflow Validation with SQAaaS

46

SQAaaS Engine

SQAaaS API

Jenkins Agent

Jenkins Controller

Jenkins Swarm Plugin

https://github.com/jenkinsc
i/swarm-plugin 

Jenkins AgentSlurm Jobs
enqueue_compss()

https://github.com/jenkinsci/swarm-plugin
https://github.com/jenkinsci/swarm-plugin
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