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* Several emerging use cases of experiments/collaborations asking for local
POSIX access to storage:

* WLCG experiments would like to access cloud storage resources in a POSIX-like way
* Multiple solutions are available (Ceph, S3, CVMFS, CernBOX), but which is the most suitable?

* Internal and external projects where INFN is involved
* Need to test proper technologies/services
* POSIX-like access via HTTP

* Take into account not only solutions working for S3 (i.e. WebDAV)

* Provide a GP WebApp acting as a GUI
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u1"'ested Solutions

Server side Client side

.
:Q: * https://github.com/s3fs-
ceph @ fuse/s3fs-fuse

INDIGO - DatoCloud * operate files in S3 bucket like a
IAM local file system using FUSE
INDIGO-IAM used as
AuthN/AuthZ service

€p StoRM 3 “)) RCLONE

ol
Storage Resource Manager
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https://github.com/s3fs-fuse/s3fs-fuse
https://github.com/s3fs-fuse/s3fs-fuse
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Limitations on tested solutions

* Rclone
= S3 credentials valid for 1h using Rclone as it is

= Considering the use of a client application to automatically refresh
temporary S3 credentials

 S3fs-fuse
= Does not support WebDAV protocol
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MinlO

* Hashicorp Vault interact with MinlO to get
temporary S3 credentials

= can be configured to be accessed through OpeniD
Connect provider

= can supply Secure Token Service (STS) functionality
for MinlO

* s3fs with an INFN plugin for

* oidc-agent C++ APl to get an access token from
Indigo IAM

* Vault C++ API to obtain S3 temporary credentials
from MinlO

* A policy must be defined in MinlO and is linked
to a Vault role to perform operations on buckets
based on IAM token groups claim value
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CEPH RGW
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w < IAM-CEPH-OPA
.. — Pass user Adapter
info to OPA \
* s3fs with a INFN plugin developed for 7. Get “er yrod B e
IAM AuthN/AuthZ with Rados Gateway. Response | | info ol I
= The library retrieves IAM access token for ' APy
performing STS with RGW. @ 5 Get IAM JWK CZ)
. ] ceph N
* RGW validates the token with IAM then RADOS GW (e TR YA 5 INDIGO 1AM
sends an authorization request to OPA. [ S o | 1
GW
* OPA’s response depends on the content  raos cw
o . . o o 2. Get Tok
of RGW input, existing policies and ket e ke
stored user-related information received | setsrqwiamiy
. e

from the adapter.

RADOS GW Bucket
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StoRM-WebDAV

* Rclone can mount a StoRM-
WebDAV storage area

O

StoRM-WebDAV

(SA) providing POSIX access

L]

5. Get IAM JWK

4. Check Token Validity

* For WebDAV remote storage,
Rclone allows the user to provide
a command (oidc-agent) for the
application to automatically

CephFS
0(1‘3?31 Volume

L

CO

INDIGO - DataCloud

IAM
A
3. Pass Token to
StoRM-WebDAV
2. Get
1. Request | Token
Token

renew tokens

* StoRM-WebDAV exports data
from POSIX file system (CephFS)

* no object storage

6. Mount
StoRM-WebDAV

oidc-agent

Storage Area i | g
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Scalability Tests — Testbed Setup
 Ceph testbed:

CEPH CLIENT 1 CEPH SERVER 1 * 4 server nodes

NG

v
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o, o IO ] . + 2x10 Gbit NIC per node
[--] | RADOS GW gy TR CPUs=64 © P
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S3FSIRCLONE and FIO - CEPH CLIENT 2 CEPH SERVER 2 ° 3 Ce p h CI ie nt N Od es h OSt
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DOCKERIZED CLIENT N
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S3FS/RCLONE and FIO d!:_
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DOCKERIZED CLIENT 1
DOCKER IMAGE with
S3FS/RCLONE and FIO &

DOCKERIZED CLIENT N
DOCKER IMAGE with
S3FS/RCLONE and FIO dz:r

1

CEPH CLIENT 4
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 Rados GW
* MinlO
* StoRM-WebDAV

* 4 Ceph client nodes host

client containers with
s3fs/Rclone to mount
personal buckets/storage
areas and with fio to
perform tests
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Average Throughput Comparison - Server
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Seq Write

calability Tests — Server Side Results
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* Each point in the
plots consists of the
mean and relative
error of 5 runs

* Eachrunis a fio
sequential/random
write/read of a single
O(GB) file per client

* Throughput from the
server side
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calability Tests — Client Side Results

Average Throughput Comparison - Client

Seq Read

—$— Rados GW (s3fs) 600
N MinlO (s3fs)
\ —$— StoRM (Rclone)
500
« 300
—
m
= 300
i 200
100 |
30 31 32 33 34 35
Rand Read
—$— Rados GW (s3fs) 300 -
MinlO (s3fs)
——o— StoRM (Rclone) 250 |
| ’\v/— 200 -
"
o
150
=
100 |
50 -
. . . . . . 0-
30 31 32 33 34 35
# of Parallel Clients
25/09/23 A Costantini

Seq Write

—$— Rados GW (s3fs)
MinlO (s3fs)
—$— StoRM (Rclone)

3 35

3! 32 33

Rand Write

30

—$— Rados GW (s3fs)
MinlO (s3fs)
—$— StoRM (Rclone)

3! 32 33 3 35

# of Parallel Clients
, IBERGRID 2023, POSIX-like access via HTTP

30

Lo

Throughput seen by
fio during the
same tests

In general,

s3fs (cache-enabled)
yields better results
w.r.t. Rclone

MinlO and CEPH
RGW generally
shows comparable
performance

Rclone + StoRM-
WebDAV shows
lower values
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* Need of a GP Web Application able to
* Use APl to interact (at present) with
S3 (CEPH RGW, can be extended) - e o o
e Support OpenlD Connect and OAuth2.0 | m—— :
* Simple to deploy and to modify

INEN test-bucket

aaaaaaaaaaaa

* Used technologies
* React library for web user interfaces
e FastAPI framework for building APIs with

Python
 AWS SDK for JavaScript to create, configure,

and manage buckets.
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Web Application

Webapp
( ) 4.1) aws-sdk js v3 rgw-endpoint.infn.it/{bucket_name}
1.1) GET authorization_code p w/ AWS Access Key Id and AWS Access Secret Key ° S3 o pe ratio n S
1.2) Response: auth code > , . e o
l p - _ ) #2153 Response’s conten H performed with official
AWS SDK (v3) for
|ND|GO - |AM 2.1) POST /token?code Ceph RadOS Gateway J .
3.1) aws-sdk js v3 STS avaScri pt
@ assumeRoleWithWebldentity ( @ Pa—
3.2) Response: AWS credentials 'L CEDh ¢ Dl reCt a CCESS Wlt h

INDIGO - DataCloud 2.4) Response: access_token

2.5) User logged into webapp Access Key |d and
Backend Access Secret Key

ifffﬁ%'s,"%'e/i?k’;?code&cuem_secret( A  Authentication via

O FastAPI Indigo IAM using STS
AssumeRoleWithWebld
entity

2.3) Response: access_token 'L

3.3) Validate access_token

3.4) Response: access_token Valid
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Conclusions

* s3fs-fuse seems to be a promising application to support the remote storage
local mount with OpenlID Connect AuthN/AuthZ mechanism

* Rclone shows not exciting performance out of the box with respect to s3fs-fuse

* MinlO and CEPH RGW seems to have comparable performances
= The internal expertise on CEPH propend to adopt CEPH as S3 solution

* A WebApp (under development) will act as a GUI to interact with S3

* Future
" Increase quality and quantity of the tests

= Properly tune Rclone and/or involve alternative WebDAV storage services for Rclone (e.g.
ownCloud)

= Extend the WebApp functionalities to support other storage services
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THANK YOU!
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“Scalability Tests — Client Results

Average IOPS Comparison - Client
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* Each point in the
plots consists of
mean and relative
error of 5 runs

* Each runis a fio
sequential/random
write/read of a single
O(GB) file per client

* These are the IOPS
seen by Ceph cluster
during the tests for
the interested Ceph
pool
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