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Cooperation

Recent challenges



RCTS: COMMUNITY

Rede Ciência, Tecnologia e Sociedade
• Currently 89 organizations connected

Higher Education & Research
• Universities
• Polytechnical Schools
• Nursing
• Research Labs
• Other organizations with a teaching or research component

Ministry (of Education and Science)
• Organic Units (like FCT itself)



RCTS: NETWORK



RCTS: SERVICES PORTFOLIO



PREVENTIVE SERVICES

• Audits

• Phishing Training 
Campaigns

• DNS Firewall

• Vulnerability Management



SERVICES: AUDITS



SERVICES: PHISHING TRAINING CAMPAIGNS



SERVICES: DNS FIREWALL

Stop infection processes that use DNS

«Free» alternative to…



SERVICES: VULNERABILITY MANAGEMENT



REACTIVE SERVICES

• Incident Response
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INCIDENT RESPONSE: SCOPE



INCIDENT RESPONSE: TOOLS



• 2021: 215

• 2020: 264 

• 2019: 329

• 2018: 462

INCIDENT RESPONSE: SOME NUMBERS



COOPERATION: NATIONAL, EUROPEAN & GLOBAL



R&E
CSIRT TEAMS



TRAINING & WORKSHOPS



RECENT CHALLENGES

• Recruiting

• Communication

• Free sources of intel drying
up

• «Cloudization» = less
control

• Workload resulting from
new laws



Thank You!

+351 218440177

info@cert.rcts.pt

report@cert.rcts.pt


