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RCTS: COMMUNITY

Rede Ciéncia, Tecnologia e Sociedade
* Currently 89 organizations connected

Higher Education & Research
* Universities
* Polytechnical Schools
* Nursing
e Research Labs
e Other organizations with a teaching or research component

Ministry (of Education and Science)
* Organic Units (like FCT itself)
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RCTS: NETWORK
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RCTS: SERVICES PORTFOLIO o
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PREVENTIVE SERVICES

* Audits

* Phishing Training
Campaigns

* DNS Firewall

* Vulnerability Management
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SERVICES: AUDITS o
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SERVICES: PHISHING TRAINING CAMPAIGNS
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SERVICES: DNS FIREWALL

Stop infection processes that use DNS
«Free» alternative to...
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SERVICES: VULNERABILITY MANAGEMENT

@
F c c N UNIDADE DA FCT
[ ]

Vulnerabilities -
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Scan Details
Policy: Web Application Tests
Status: Completed

Severity Base: CVSS5v2.0

Scanner: Local Scanner

Start: January 10 at 12:00 AM
End: January 11 at 2:28 AM
Elapsed: a day
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REACTIVE SERVICES

* Incident Response

i

Cantainment,
Eradicatian,
and Recowery

Post-Incident
Activity
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INCIDENT RESPONSE: SCOPE
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INCIDENT RESPONSE: TOOLS o

_@_ﬂ PRT|I RK

INTEZLM®G

NetFlow analyzer ' \
by NFSen

sslog Gakiti owe gl B

[ Fundagiao
F c c UNIDADE DA FCT F I para a Ciéncia
® e a Tecnologia



INCIDENT RESPONSE: SOME NUMBERS e

 2021: 215

Fraud - Phishing [ 3% )

o 2020 : 2 64 Intrusion Attempts - Exploitation of known winerabilities | 3% )

Information Gathering - Social Enginesring [ 4% ) Abusive Content - SPAM | 275 )

O —

Infarmaticn Gatherning - Scanning [ 5% )

Intrusions - Application Compromise | 6% )
Intrusicn Attempts - Login attempts [ 7% |

* 2019: 329

Malicious Code - Infected System | B% )

TR
Intrusions - Unprivileged Account Compromiss | 19% )
Vulnerable - Yulnerable system [ 1% —_— o
————

 2018: 462
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COOPERATION: NATIONAL, EUROPEAN & GLOBAL o0
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R&E

CSIRT TEAMS
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RAC is the Academic CSIRT Network

RCTS CERT @FCCN [RFC2350]

» CSIRT.UPorto @Universidade do Porto [RFC2350]

s CSIRT.UMINHO @Universidade do Minho [RFC2350]

» CSIRT.UTAD @UTAD [RFC2350]

« CSIRT.UBI @Universidade da Beira Interior [RFC2350]

» CSIRT.UEVORA @Universidade de Evora [RFC2350]

» CSIRT@UA @Universidade de Aveiro [RFC2350)

s CSIRTIPB @Instituto Politécnico de Braganga [RFC2350
s CSIRT.UALG @Universidade do Algarve [RFC2350]

» CSIRT ISCTE-IUL @ISCTE - Instituto Universitario de Lisb

» CSIRT-ULisboa @Universidade de Lisboa [RFC2350]
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TRAINING & WORKSHOPS
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12 Reunido da RAC

4° Reuniao da RAC

22 Reunido da RAC

52 Reunido da RAC

6% Reunido da RAC
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RECENT CHALLENGES

* Recruiting

e Communication

* Free sources of intel drying
up
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 «Cloudization» = less
control

* Workload resulting from
new laws
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Thank You!

+351 218440177

info@cert.rcts.pt

report@cert.rcts.pt
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