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Helmholtz Association

= Founded in 1995 to formalise relationships between
research centres W

= Members: 19 autonomous research centres in S gt
Germany T .

= Mission: Contributions to grand challenges facing PE—
society, science and industry

Helmholtz-Zentrum fir
Infektionsforschung (HZI)

Helmholtz-Zentrum Berlin fir
ialien und Energie (HZB)

Helmholtz-Zentrum PotSws

Helmholtz-Zentrum fir
Umweltforschung - UFZ

= Increasing importance of cloud access to common

odegene

data treasure and -services

= Rapidly growing data exchange from research
instruments requires excellent data networking S

= Growing connections between Helmholtz, EOSC and
FAIR

Max-PlanckInstitut fiir Plasma-
physik (IPP) (assoziiertes Mitglied)
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Helmholtz Association @ H I F I S

= Founded in 1995 to formalise relationships between Energy
research centres

= Members: 19 autonomous research centres in
Germany

= Mission: Contributions to grand challenges facing
society, science and industry

Earth &
Environment

= Increasing importance of cloud access to common
data treasure and -services

= Rapidly growing data exchange from research
instruments requires excellent data networking

= Growing connections between Helmholtz, EOSC and

FAIR Key

Technologies

IBERGRID2022



Helmholtz Incubator @H I F I S

Helmholtz aims for joint research & information environment for all Research Fields

u o s
w HELMHOLTZ
I I IMAGING

& Schools Ao
a I
Helmholtz
o Information & Data
H ELMHOLTZJ%J Science Incubator (HMCX
N J

ZHIFIS
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HIFIS - Helmholtz Federated IT Services

ZHIFIS

-
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 Joint use of IT services provided by

Helmholtz centres

Exploitation of synergy effects by
reducing the service provisioning
efforts for each centre

simplifying collaboration processes
for scientists

Team of ~120 people from 11
Helmholtz centres

support and coordination platform
for federation in Helmholtz

Close connections with other
incubator platforms and all centres
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Why do we need data transfers? %’}’H I FIS

GEOMAR Helmholtz-

* Large data sets in collaborative research
projects R

Alfred-Wegener-Institut Molekulare Medizin in der

Helmholtz-Zentrum fr Polar- Helmholtz-Cemeinschaft (MDC)
und Meeresforschung (AWT)

= Data analysis often sensitive to latency

Infektionsforschung (HZI) Helmholtz-Zentrum Berlin flr

Materialien und Energie (HZB)
Helmholtz-Zentrum Potsw

Deutsches GeoForschungs

Helmholtz-Zentrum
Dresden-Rossendorf
(HZDR)

* Data locality is important!

Helmholtz-Zentrum fiir

* HIl and HelmholtzAl projects use data storage i
at the computing sites and their own locations e

*  Collaborating centres distributed over Germany

zentrum (DKFZ)

2 Reliable, comfortable and robust
transfer endpoints and service needed <

Max-Planck-nstitut fiir Plasma-
physik (IPP) (assoziiertes Mitglied)

.

Helmholtz-Zentrum Miinchen
Deutsches

Forschungszentrum fiir
esundheit und Umwelt
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HIFIS Transfer Service (HTS) @ H I F I S

*  Core service in HIFIS backbone (o P
~ User f,j<—% @ FTS

* CERN's FTS3 as backend
= webFTS as comfortable WebUI
*  FTS3-REST as CLI for scripted transfers

COPY / 404 COPY|/ 2xx

*  Next: Rug® ({7 [¢[e]policy driven transfers oul
2 Apache httpd as passive endpoint push

2 Lightweight solution for ad-hoc transfers

IBERGRID2022




Rollout on Openstack VM @ H I F I S
¥

Lab

OFTS

Git =
=3
openstack.
Vi AHTCT HyperVisor
i Hypervisor
pUShE clone VM
;\*f Wh Hypervisor
~ Developer
I » Admin A
Y CLI/WebUI

Configs/sources available on
https://gitlab.hzdr.de/hifis/hifis-transfer-service
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Rollout on Kubernetes via Helm charts @ H I F I S
OFTS

GitLab Cl/CD Registry

Chartmuseum

- Developer

~— helminstall T
. values.yaml
Configs/sources available on \f\_\Admln)
https://gitlab.hzdr.de/hifis/fts-apache-k8s —
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Helmholtz Imaging storage

-

Central data repository ~ L ( Helmholtz AAI
* Requested by HI community Wy ee@un |tyJ
> dCache @ DESY request
* AuthN/Z via OIDC \za”dation

Automated user provisioning in development

Infra proxy W

> Connection between Keycloak, @ (CLOAK

HelmholtzAAl and DESY-LDAP

provisﬁoning

= Setup shows how to connect a community

e

> ' i ' uid/gid
Process to be integrated into Apache endpoint g | DAP

>
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Detail view on interaction C’:H I F | S

> AAl

http://

-

A
WebFTS AP
VVebLHi
User <
A Policies

~ § APACHE

HTTP SERVER PROJECT

§L§ want-digest

!

Local user
mapping

Checksum Fne

> mpm -itk
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HIFIS

WebUI WebFTS

Logged in as Tim Weizel, Imholtz AAI

WebFTS

g o I g

https://os-234-apache-fts.desy.de Load https://dcache-demo.desy.de:2443/Users/wetzelti Load
[] Overwrite Files
[] Compare Checksums
ey
Name Mode Date Size Name Mode Date Size
I SSozaRulAf xt -TWXTWXIWX 14 Jun 12:02 56.1 MB [+
I file.100mb_via_fts... -TWXIWXTWX 17 Dec 20 95.4 MB I file.100mb_via_fis -TWXTWXTWX 22 Mar 14:40 95.4 MB
B newsecrettxt -TWXTWXTWX 04 Aug 20 2B B file.png -TWXTWXTWX 25 Feb 07:32 10.9 kB
i paul-tesi-1 drwxrwxrwx 23 Jul 20 = il fis-test-smallfi drwxrwxrwx 07 Oct 20 s
I secret.txt -TWXTWXIWX 09 Jul 20 2B i fis-test drwrwxrwx 09 Nov 20 _
B testfile.txt -TWXIWXTWX 28 Sep 20 5.9kB il hifis-service-test drwxrwxrwx 22 Oct 20 =
I verysecret.ixt -TWXTWXIWX 22.Jul20 28B B mod_speling.c STWXTWXTWX 30 Sep 20 18.5kB
I verysecret2.ixt TWXTWXTWX 16 Sep 20 268 B random ixt ~TWXPWXTWX 26 Feb 09:15 100.0 MB
0 Flle(s) Selected B randomfile.txt “PWXIWXTWX 02 Qct 20 95.4 MB
i randomtest.txt -TWXTWXTWX 28 Sep 20 249B
B secret.ixt -PWXIWXTWX 28 Aug 20 22B
i testbla drwxrwxrwx 04 Aug 20 -
i testfile.txt ~PWXIWXTWX 22 Sep 20 59kB
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REST-API ZCHIFIS

CLI bindings:

fts-rest-whoami -s <ENDPOINT> --access-token S$TOKEN
fts-rest-transfer-submit -s <ENDPOINT> --access-token S$STOKEN <SRC> <DEST>
fts-rest-transfer-status -s <ENDPOINT> --access-token S$TOKEN <JOB ID>

Direct API calls with cURL.:

curl -s --capath /etc/grid-security/certificates/ -X POST -H "Content-Type:
application/json" -H "Authorization: Bearer S${TOKEN}" --data @submission.json
https://fts-public-002.cern.ch:8446/jobs

Documentation:https://fts3-docs.web.cern.ch/fts3-docs/fts-rest/docs/api.html
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https://fts-public-002.cern.ch:8446/jobs
https://fts3-docs.web.cern.ch/fts3-docs/fts-rest/docs/api.html

(Rough) Introduction to Rucio

* Orchestration layer on top of FTS3
Policy- & rule-based organisation of data transfers
Multi-VO capable
Token-based AuthN/Z

* Access via WebUI or CLI

ClLls, Python clients
RESTFul APIs t ¢ ¢ v v

Integration tests with JupyterLab-plugin [Core J—{Authentication & Authorization }

: I
| I
| I
| |
| |
; I
: I
| I
. ! I
have been shown by colleagues in the |k Seope, i I Kaates , schc, g |
| |registry, subscription, rules, locks, quota, accounting |
context of the ESCAPE datalake = | = i
. | _ —
OA ESCAPE : Transfer, deletion, ... Popularity, accounting, metrics, :
Perh Thsats RSP vessaren iraviraciores | measures, repo res :
Jupyter - T — i
\ / [Middleware |
£ Rucio Sto Element(RSE), FTS3, Networking
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\ /

Rucio integration with Jupyter %H I F I S

File Edit View Run Kemel Tabs Settings Help

),

| Untitled2.ipynb o

*RUCIO

B + X0 » m C » Code v

o r

EXPLORE  NOTEBOOK + 0o I [1:

LOFAR_ASTRON_GRANGE:*

Search Everything «

[il

SEARCH RESULTS

LUFAR_AS RN ORANGE L2340 w
» LOFAR_ASTRON_GRANGE:L27183_cal @
LOFAR_ASTROM_GRANGE:L31415 (o]
LOFAR_ASTRON_GRANGE:L557202_morning o
LOFAR_ASTRON_GRANGE L557202_SB133_uv.MS_helloCERN tar @
LOFAR_ASTROM_GRANGE:mies ®
= LOFAR_ASTROMN_GRANGE datalist.dat 24.6KIiB
& LOFAR_ASTRON_GRANGE DLaaS_shopping_file1.dat 200MiB
@& Available Add to Notebook
= LOFAR_ASTRON_GRANGE DLaaS_shopping_file2.dat 200MiB
= LOFAR_ASTRON_GRANGE DLaaS_shopping_file3.dat 200MiB

List existing datasets in scope - make available - use file path from mounted
storage element in notebook
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Rucio integration with Jupyter &’}’H I F I S

File Edit View Run Kemel Tabs Settings Help

)

| Untitled2.ipynb o

*RUCIO

B + X0 » m C » Code v

o r

EXPLORE NOTEBOOK * o 3 I [1:

LOFAR_ASTRON_GRANGE:*

Search Everything «

[il

SEARCH RESULTS

LUFAR_AS RN ORANGE L2340 w
LOFAR_ASTRON_GRANGE:L27183_cal @
LOFAR_ASTROM_GRANGE:L31415 &
Rules ® E==N
LOFAR_ASTRON_GRANGE:L557202_moming A e A DT 0 T )
gggggg °
LOFAR_ASTRON_GRANGE L557202_SB133_uv.MS_helloCERN tar
nnnnnnnnnnnnnn Searn:
LOFAR_ASTRON_GRANGEmies  dame  Acow m  RSEExpression  CrestionDate . Lenen™®  stte ocks O Locke
otz o
ccccc nt RS Expression ste ccks0
= LOFAR_ASTROMN_GRANGE datalist.dat
P 1] N
& LOFAR_ASTRON_GRANGE DLaaS_shopping_file1.dat = =3
@& Available ! e
= LOFAR_ASTRON_GRANGE:DLaaS_shopping_file2.dat 200MiB
= LOFAR_ASTRON_GRANGE DLaaS_shopping_file3.dat 200MiB

List existing datasets in scope - make available - use file path from mounted
storage element in notebook
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Rucio integration with Jupyter @ H I F I S

~ File Edit View Run Kemel Tabs Seilings Help

»| Untitled2.ipynb
= JRUCIO " ‘
B + XTO [ » = ¢ » Code v @ Ready Python3 @
Q EXSLUREY NOTEBOOK * ] print (shopping_listl)
LOFAR_ASTRON_GRANGE: /dcache/escape/wp2_rucio_testbed/desy dcache/LOFAR_ASTRON GRANGE/fd/ec/DLaaS_shopping filel.dat
Search Evenyihing = [*1: with open(shopping_listl, 'rb') as fHandle:
: for line in fHandle:
ﬁ print(line)
SEARCH RESULTS
b'\xec\x8e\x890# q\x95\xc1Ewq\xee\xF4Q\xch\x96\xal\xbchIg\x06f\xed\xa3D4P\xdOF\ rixfd\x92\xbdo\x7f\xF8\xe7\xb8\ xb6\x11\xdb\xcc]L\x
LOFAR_ASTRON_GRANGE:L12345 @ - 98\xF2\xf8PM~urj\xfcPy I \xc\xfB\xbe\xd1~\xbdy\xc3 M\ rT<(\xfa*\xaayt\xcd\xel\xFd\xcB\xba\ xd fI\xBc\xa3r\xd96%\x11\xe3\x8a\x1 T\ xed\ xe
f\x85\xfa\xb6\x98q\xcbb\xad\xf5\xde\x9au\x b\ xed\xfe\x8d\xed\xaf_{\xb1>P\x94\xb8=\xBc\xb9¥\xcO\x16\x01\xbOK\xcd\xd2\n"
LOFAR_ASTRON_GRANGE:L27183_cal (o} b'\xf4\xec\xab\xb0}Y\xea\x87\x84\n"
b"\x1b\x1c\x@B\ T\ x94 \x035\xd9\xaZL\xa3\xd3\xdoh\xfdos\xc6G\xca\xff\xaB\xeb\xed\ x83\xdBH\xb f\xb6\x@4X\x05N ' \xben (d\x8d\x15C\x80Y
LOFAR_ASTRON_GRANGE:L31415 (o] \xla\xcB\xa9s\x Ff:\x146\x97/{\xbd\xc7\xf4\xbc\xb2\ xFO\xa0\xBdz\xeco\xed\x0c\x12]1E\xcB\xa9\x fd\xca\ xed\ xb3\ x8b\ xa2\ x02\ xd0\xa0\x
e2\x9e\x17\xd592\ xBe\xc i\ xed\xc9\xdeQ\ xbe'\ x84\ xO Fk\x9F60\ xeB\xb : "\ xBF\x1a\xFa\x9d\xeT\xc1\x030\ xed\ xcIZQ\ xab\ xbf\xF4\xFIC} x15\x9
LOFAR_ASTRON_GRANGE:L557202_moming (o] 2w\ x8¢ (\x00\ xee\x0e\xb1\x95\xd5\ xbb\xdb; \x86\ x86\xf fp\x@c\x16\x06e\xec8-S\xfe\xdch\xcd\x85d\ x93\ xbeG\xacC\xcOF \xa2\xbe\x17\xd6\ x0
S\xlar|\xe5r\x0b\x80 \xlc\xdf\xfe\xe2\x81\xbe . ~\x0c\xc9\x16u}\xecTeiz\xb2\x082\x9e\xeTK\xce7\r\xac\x03t\x04\\\xaa=6<CZ\x98\x97\ xc
LOFAR_ASTRON_GRANGE:L557202_SB133_uv.MS_helloCERN.tar (o4 3\X96 1\ xbbS\x 1991\ xBI\ xe F\xc4\ xbe\ xaf0\ xb4\ xbe\ xBeo\xeB\xbd6\xdc X\ xee] \xe 1\ xdB\ xF9: W\x30\ xaB%q\xc1\\\\ 7B\ xa1) #y\x92 "\ xfe=14\xdb
\xb2zw\xc50b (1\xeaw\xfI\xed\xbe\x89\xFb; \x80\x05\x06\xa9\xc7\x1f6Yxbd\ xae\xd7T\x8dB\xebb\xe1\x82\x31\ t\xad\x86\xba\xcf, \x10\xf3\x
LOFAR_ASTRON_GRANGE:mies @ ec\xba\xbd3T9\xa31\xBe\xBe\x 6\ x F30q4\ xBd) \ xd5\ x1F\ xeeWxb9\ xd5\ x FBhFck1K\x81\xFa\xc 1\ xB9\x1c\xa0*, \x1ee\xf F\xBC\xba\xCB\xabGal \x
. 18DT\x01\xf3\xbea\x19tb\x0e\xf2\x9e8, \xb3\xcbaQ\xadu\n"
© LOFAR_ASTRON_GRANGE:datalst.dat 6KiB b \X18\xCh\xB1\xe9\ xB4\ XCO\ xaa\ xa6\ x13#\ xb8y\ xed; 6\ x9BhVIL\ xBex\ xe6\xbSF\x8c\ xab\xdf\ xc 1\xC6\ xea\ xB7C\ xd6\x8C\ x07\xc4[962\ xd fuvTF
@ LOFAR ASTRON_GRANGE:DLaaS_shopping filel.dat 200MiB anE\xa4ke\xc3\xeS?E\xa7}\xf21y\xldl\xQeL\r\xES\xchv\xb?u\x94\xb8\xef\xl}\xgl\xlﬂ)\de\xOl\stO\xea\x?f\xEQ\xlB?y[.\xld\xBG\xec
\x101h\xcfU\xc1\x04\x01b" \x9cM\xd5\xa5\x93ki\n"
@ Available b \xf8\x8\x83\x91\x94\xB8\xb8\xad\ 8] \xa2\x15<, \xdd\x05\xef=: \xe8\x92\x91\ x1b\xceV\x7) \xa f\x8 7w\ xadK\x11\xd2_2\xdbI\xbcym\ rx
FIvA\xf2\xel: C\x18p=\xa0\xe2\x84\xdd \xcI\xa6>\x07\xe2\xF9" \x896 [\x0f\xbaTy{\xFcCh\xf3\xa8, \x%ae\xe3\xdeGv\x0f\x91\x180\x f5\xa8\x
@ LOFAR_ASTRON_GRANGE:DLaaS_shopping_file2.dat 200MiB €77\xa2W\x87h%| \x13\x07\\\x88\x18\xca\xeb|\n’
b"_\x801\xa2\x187\x98\xd@\x9e\x02a\x867\xf2D]\xde\x13\x89\x80\ xf 10\ x1e\x8d\xcO\xdd\x 13\ xf3\x14\xe5\xbe3\xcb\xa®\xcd\xbc\xb1\x82\x
@ Available Add to Notebook ba\xfac\xfe\ r\xad\x01\xb8s\x1d\x87\\g ' \x13\xe7\xb F\x9FNH\xba4\ xf 4\ xac~\x14g\x1b\ xBF4\ x9b\x056\ x03a\ xcb\x F9\xabe\ x96\ xF8~\ xe0\ xe3
H; 3\xb3R\xaf\x1a\xbf%\ x87\x07\x96e3\xc4\xb8\x f5\xfc\x8d="\x82x\xf7\n"
@ LOFAR_ASTRON_GRANGE:DLaaS_shopping_file3.dat 200MiB b'\xfovixab\x8f\x9b!\xfe\xbe\xc3[\x9d\x0e}\x14]\xb6x\xF5\xf7\xb0\xdbI\xe9K1i<\xdf\x9350\x16, \xcd\xad\ x11\x80\xa1N\xed\ xeeS\xa3cr\x
® Avallable P co\xbb\x1f\x1cF\xebixfs\x9026\ t\xcd : " \xO7w\xc3\xec\ xa2\xe6\xb5\x01q\x00\xae<\xIc\xac FE. \x90 Fc\xc3Y\ xab\x FbNw\ xee\xe2\xelz\xc5\x88
- \xfa\x07\xc5\xB\xeB\x17\x96\x90H\ xda\ xd2\x83\x1av\ x85\ x04u\xc5\xcd\xeb\xba\xf4\xa5\x0f \xdc\xd01\xbagM, \x1a\x90\ xB7\ xcB\x02\xBa\x
0587\ x02m\xF8\xab\x92\x1f\xab r\xa8&TO\x95\x fb\xfo\xddg\x140{4\xb4$L\xe2\xch _a\xB88\x82\xc7\x8d\xBe\xaa\xebR\x13\xcb\x86\xef\xbd
@ LOFAR ASTRON_GRANGEDLaaS_shopping fils.dat 200MIE M. \xde\x85u\ xae\xc5\x95\xb5 , X\xBINX\xd F\xdc\x T2\ xbd\xFa\x 10\ xF9\ x02\ 1\ x90\ xb3>\ x08\ xcd\ x80\x9c\ xd 1T\ x06C\xd3\ xaa\xac0{=0+7\xe4\x0
B+VIM\xdT7\xce\xB7#\x1b\xB89\xd1\xaes\xa3#\xd0J +\x94a\x028F\ xed\ xeb\x f5\x85@\x fd Y\ xa7\xceH\x89\ xedZw\ xa5\xb8\x1dC\xd 7w\ xdcc\x F79\ xd
 LOTAR_ASTRON.GRANGEDLsS.shopig et 2o0me AN et hnvnstorsi bbb e sl

List existing datasets in scope - make available - use file path from mounted
storage element in notebook
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Summary & Outlook

= HIFIS Transfer Service
= Starting to be established in Helmholtz
* Endpoint installation to be simplified
* Outreach is increasing
= RUCIO
* Testing instance set up
* AuthN/Z token integration next

* Endpoint integration afterwards
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HELMHOLTZ GRAND GHALLENGES

HELMHOLTZ
FEDERATED
IT SERVICES

< HIFIS

Thank you! Questions?

~ www.helmholtz.de
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