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cessing SQAaaS platform

https://sqaaas.eosc-synergy.eu ) S
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CCOMMITTED TO SOFTWARE QUALITY IN RESEARCH

STREAMLINE THE ADOPTION OF
NOVEL SOFTWARE ENGINEERING
PRACTICES IN RESEARCH AND
RECEIVE CREDIT FORIT

The adoption of quality-based practices is one common struggle when it comes to developing
software in research environments. The SQAaaS platform provides re:
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Pipeline as a Service Quality Assessment &
Awarding
Compose customized CI/CD
pipelines for your code Take credit of the

achievements in terms of
software and service quality.
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SQAaaS: Pipeline as a Service
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e Pipeline as a Service

Define the Repositories
Features

Code repository settings

GIT repo GIT repo Private Private Bash-like ! Pipeline composition
' URL 11 Branch i i code repos | container ' style ' 1
s | registries ! i
Pipeline sharing
2 Add the Quality Criteria SR —
e . Download PRs only
Select the Quality Select the Tool - Customize the i i ' & pushto ! for GitHub
Criterion - operational environment : | your code | | ) l
" (containers) | i | repo | EQGItHub
i : ze:e: ' Dockerfile | Pullfrom Pipeline testing
elect ... ! | . 1
_ HADOLINT """"""""": registry ' &
QC-F{\IR JSONLINT b ommmemmmmmeo > .
QC e TOX Jenkins
QC.Sec
it m_pycoogsmg Source code: SAST tools, style & unit, ...
S COMMANDS Services: IM, EC3, k8s (staging)
SveQC.Fun

Data FAIRness: FAIR-EVA & F-uji


https://sqaaas.eosc-synergy.eu
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“Hre Pipeline as a Service

@ SQAaaS Software Quality Assurance as a Service

Pipeline as a
Service Quality criteria define the CI/CD pipeline work

Compose and test your own It is then the underpinning part where the pipeline’s purpose takes shape. The associated
customized quality pipelines properties for each criterion will be displayed once selected in the dropdown list below
CHOOSE A CRITERIA —
—
QC.Sty s
Select ... - ey
rds to guide your code writing so you let others
SERVICES i
QC.Uni ore)
QC.Fun
QC.Sec
QC.Doc

SELECT THE SERVICE

PIPELINE scipion-hadolint

SuiGScseings Your pipeline has been successfully created!

According to the programming language in use, you can
use for carrying out the work aligned with the given crite

CHOOSE A BUILDER TOOL

Select ...
Discover the additional features we provide
= @
) ) . Pull request
https:/www.youtube.com/watch?v=krHmQOeP9yil Config summary JePL files Try out
Create a pull request to add the pipeline to your
Provides a table-like view with the selections Check out the files that drive the execution of the preferred repository Execute the composed pipeline and check the
made when the pipeline was composed pipeline results



https://www.youtube.com/watch?v=krHm0eP9yiI
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JePL library

SQAaaS does not provide a
graphical way to modify existing
pipelines

Pipeline customization -

Fortunately, JePL simplifies the

config.yml docker-compose..yml Jenkinsfile
config: version: "3.7" pipeline {
node_agent: docker_compose agant Ay
sgqa_criteria: SORvIRE:
qa._ % node: stages {
gc_style: £ F stage('OpenAPI linter') {
image: node
repos: 9 . steps {
container_name: node script {
sgaaas-api-spec:
a p P hostname: "sqaaas-api-spec-node" projectConfig = pipelineConfig(
container: node volumes: configFile: './.sqa/config_style.yml',
commands: - type: bind scmConfigs: [ localBranch: true ]
- npm --prefix /sqaaas-api-spec install source: ./ )

buildStages(projectConfig)
- npm --prefix /sqaaas-api-spec test target: /sqaaas-api-spec

command: sleep infinity }



https://github.com/indigo-dc/jenkins-pipeline-library

JePL library

Pipeline customization -

https://qithub.com/indigo-dc/jenkins-pipeline-library

config:
node_agent: do
sga_criteria:
gc_style:
repos:
sqaaas-api-spec:
container: node
commands:
- npm --prefix /sqaaas-api-spec install
- npm --prefix /sgaaas-api-spec test
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SQAaaS does not provide a
graphical way to modify existing
pipelines

Fortunately, JePL simplifies the
configuration of Jenkins pipelines

container_name: node script {

hostname: "sqaaas-api-spec-node" projectConfig = pipelineConfig(

volumes: configFile: './.sqa/config_style.yml',
- type: bind scmConfigs: [ localBranch: true ]

source: ./ )
buildStages(projectConfig)
target: /sqaaas-api-spec

command: sleep infinity 3



https://github.com/indigo-dc/jenkins-pipeline-library
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SQAaaS: Quality Assessment &
Awarding
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Source code : Service (web) Data :
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GITcode i GITdoc | | ! GIT repo with i \ Persistent i FAIRness | :
1 Trigger the Assessment . repo URL i repoURL | 1 ! deployment recipes (& ' | identifier ! tool L
| (& branch) !! (&branch) | | branch) | il :
"""""""" o o Matchmaking policies ; !
! | Orchestration tool | Fmmmmmmeeeeee
L |

B  Documentation 0

2 Assessment results Criteria breakdown & QC.Doc06.1 Is the software scope outlined in the code repository?

v A README file is present in the code repository

More Info
Subcriteria , ,
© QC.Doc06.3 Does the project establish a code of conduct for its participants?

i |D i i E d i ! _|_ [ i X A CODE_OF_CONDUCT file is not present in the code repository Merailifs
! ! vigence ooLs !
1 'y 1
“‘I_‘_‘_‘_‘_‘_"_ :::::::::::::::‘ll‘_‘_‘_‘_‘_‘_‘_‘_‘“ © QC.Doc06.2 Is there a clear path or guidelines on how to contribute to the code?

| 1

i Metrics i X A CONTRIBUTING file is not present in the code repository Wia 1iife

QC.Doc02.X Are docs following a style for the Markdown markup language?

X Docs are not fully compliant with <markdownlint> standard More Info



https://sqaaas.eosc-synergy.eu
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e Quality Assessment & Awarding

Open Bad ificati
pen Badges specification | . | Metadata | :

________________________

EOSC-Synergy
| issuer profiles

Digital badges

EOSC-Synergy badging
Quality Criteria«<» Badges
mapping

Outputs

3 badge classes (bronze,
 silver, gold) for 3 categories
' (software, services and data)

_______________________________________

Fully-fledged report containing the Highlights Quality Achievements &
detailed result of the subcriteria How to improve them

associated with each criterion

Quality report




e Quality Assessment & Awarding

Congratulations!!! the following badge/s have been awarded

Learn more about the EOSC-Synergy badging approach

Verify | | Go to Badgr's award page

Criteria Report
#  Code Accessibility (V]

© QC.AccO1 Is the source code managed with a Version Control System?

v Source code uses Git for version control

More Info
E Documentation 0
@ QC.Doc06.1 s the software scope outlined in the code repository?
v A README file is present in the code repository More Info

© QC.Doc06.3 Does the project establish a code of conduct for its participants?

v A CODE_OF_CONDUCT file is present in the code repository More Info

Accessibility ( QC.Acc )

Code Management ( QC.Man )
Code Metadata ( QC.Met )

Code Style ( QC.Sty )

Code Workflow ( QC.wWor )
Delivery ( QC.Del )
Documentation ( QC.Doc )
Licensing ( QC.Lic )

Security Static Analysis ( QC.Sec )
Unit Testing ( QC.uni )

Versioning ( QC.Ver )

Bronze

Silver
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Gold



e Quality Assessment & Awarding @

SQAaaS Hackathon at Ibergrid 2022
(Mon 10th)

~20 participants
Focus on source code (quality assessment)
Diverse software projects (Python, Golang, Vue JS, Ruby, Java, ..)
Takeaways from yesterday
o Platform tested at a larger scale
m Hitlimitimposed by GitHub APl (both from Jenkins & SQAaaS API)
m SQAaaS APl overloaded with requests (LB solution for
hackathon-like exercises)
o Dissemination (participants)
m Became familiar with good practices on SQA (fixing issues
identified by the SQA tools)
m Many achieved bronze badges, even 2 golden badges (both cases
started from no badge)
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Service validation
. Targeting EOSC, the SQAaaS platform can contribute on:

OSC onboarding process .
« Objectively certify that a minimum TRL has been acquired

EOSC portal

« Credit, recognition & dissemination of QA achievements through di&ital badges
. Thematic Services from EOSC-Synergy (integrated in EOSC portal):

Deploy the service, check that all required components are up & running
« DONE for 3 TSs (2 more on the way through k8s support)

Perform functional tests to the deployed service
« TESTING phase

Data FAIRness

EOSC core requirement

SQAaasS integrates FAIR-EVA (RDA) & F-UJI (FAIRsFAIR) tools

- DONE for pipeline composition (SgAaaS’ Pipeline as a Service)
- TESTING the assessment (SQAaaS’  QAA)

WWW.eosc-synergy.eu - RIA 857647
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. Build culture: bring quality practices for software
development into the research ecosystem

. Give credit: Proof of concept of a quality certification tool for
software (incl. services) and data

« Containing metadata about the assessment process
« Shared & Verifiable (Open Badges v2.0)

. Used by thematic services (9) from EOSC-Synergy (specific
presentation in this session)

- ALL being delivered with a minimum quality (bronze) for code
- AT LEAST 4 will achieve minimum quality (bronze) for services

. Be sure to try it out
- Docs at

WWW.eosc-synergy.eu - RIA 857647


https://sqaaas.eosc-synergy.eu/
https://docs.sqaaas.eosc-synergy.eu/
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Backup slides




SQAaaS: architecture and components z; o

2nd prototype

‘ SQAaaS API Server ‘ Badgr ‘

Programmatlc access 2nd prototype .

Jenkins Pipeline Library (JePL) Jenkins
Developers

computational
scientists, RSE

Researchers and
developers

OO

In production




sga_criteria:

qc_style:

- SQAaaS core component

container: o3api-testing

3 Implements the previous quality criteria

tox_file: /o3api-testing/tox.ini

« Criterion-driven YAML config file (pipeline stage)

- Technology dependent o sovrao:
3 Jenkins Pipeline as Code (PaC) [—

= Docker Compose for service orchestration S ELLA el e g any

qc_functional:

repos:
n2ani
SQA Push
: A 7 : Docker
baseline Environment qc_style gc_coverage gc_functional qc_security qc_doc Images to Compose
dytnamic Setup o3api o3api o3api o3api o3api RDoc-kter ot Current release: 2.1.0
i rgRE https://indigo-dc.github.io/jenkins-pipeline-l
14s 5s 1min 43s 23s 1min 50s 10s 1min 14s 7s 5s ibrary/
14s 55 1min 43s 23s Tmin 50s 10s 1min 14s



https://indigo-dc.github.io/jenkins-pipeline-library/2.0.0/index.html
https://indigo-dc.github.io/jenkins-pipeline-library/2.0.0/index.html

AaaS: automated deployment under @
development o

Automated deployment of the complete SQAaaS platform

* Facilitates SQAaaS production deployment, testing & promotes adoption
* Also important for closed / private environments @

\J
‘\é
)
i Jenkins
Infrastructure
Manager kubernetes
https://github.com/EOQSC-synergy/SQAaaS —r? e =
https://operatorhub.io/operator/jenkins-operator =g/ =28t
- - i
SQAaaS platform
Deployment Deployment on
in any cloud existing k8s -



https://github.com/EOSC-synergy/SQAaaS
https://operatorhub.io/operator/jenkins-operator

EIRENE

UMSA

SCIPION

CryoEM data processing for
Structural Biology

@

(CENTRO NACIONAL DE BIOTECNOLOGIA

OpenEBenc

ELIXIR benchmarking and
technical monitoring platform

gegnet

Mswss

Untargeted Mass-
Spectrometry Analysis

EIRENE

Water Supply Systems
modeling and analysis

O3AS

Ozone Analysis

Service

300
A Antarctic (Oct)

@

LAGO

Latin American Giant
cosmic ray Observatory

Karlsruher Institut fiir Technologie

Surface Cancentration (ug/m?’)
20 Valid: 12h 27 OCT 2020 (H+00)

SDS-WAS©

A Service related to
mineral dust forecast

udle East-Europe RC

WORSICA

Water Monitoring
Sentinel Cloud Platform

SAPS

Service

Amet

Agencia Estatal de Meteorologia

LABORATORIO NACIONAL|
DE ENGENHARIA CIVIL

f FcT

para a Ciéncia
e a Tecnologia

Surface Energy Balance
Automated Processing

<

UNIVERSITAT]
POLITECNICA
DE VALENCIA]

Universidade Federal
de Campina Grande


https://www.youtube.com/watch?v=YNUziurPBIc
https://www.youtube.com/watch?v=0fiz23TRCpg
https://www.youtube.com/watch?v=LjP-fxv5_rQ
https://www.youtube.com/watch?v=mQo7y3tyX08&t=1s
https://www.youtube.com/watch?v=ZpKzvUJqZHI
https://www.youtube.com/watch?v=G8HBgqHIAAk&t=4s
https://www.youtube.com/watch?v=mM6xJJRS3Cs&t=309s
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SQAaaS: Jenkins instance for SQAaaS

« EOSC-Synergy Jenkins instance

* Checks automatically the projects in
EOSC Synergy Github organization:

. https://aithub.com/EOQOSC-synergy

» Jenkins Operator deployment to create =«
your own Jenkins instances available: =

7 naes
8 inact

« A user deployable Jenkins with required |
plugins is almost ready for those that S

need on-premises solution

https://jenkins.eosc-synergy.eu/job/eosc-synergy-org/



https://github.com/EOSC-synergy
https://jenkins.eosc-synergy.eu/job/eosc-synergy-org/
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eric Case in Earth Observation:
onitoring “XYZ” using Copernicus Data

Monitoring XYZ using Copernicus data from Sentinel-2

| | | |

Code Bir?es Sir/vice Data
O l N
Comply with FAIR
Data principles
\ J




SQAaaS: Assessment of FAIR criteria

=

&

Comply with FAIR
Data principles

~
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@

Quality Assurance baselines defined
Automation tool integrated

Deployment “as a Service”

L
-~

AN

Build docker images to automate the deployment

Deploy virtual infrastructures automatically

)

.N/ .

FAIR principles recommendations.

Framework to support FAIR best practices:
implementation, validation, monitoring

AN
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echnical Framework: FAIR-Evaluator

* Open Source tool for evaluating FAIR digital objects
* Oriented to: ::r:taﬂon
. Researchers and repository administrators. e
- To get feedback on FAIR compliance level of research data. Akdelitm e

. For institutional/multidisciplinar repositories.

 Provides FAIR assessment based on RDA indicators

Stage View
'AL.CSIC
Handle PID, DOI or DIGITAL.CSIC ID | Repository: [ digital_csic v|[ CHECK ID
Declarative: SQA baseline Environment qc_style Dockes
£ Compose
Checkout SCM dynamic stages Setup myrepo
cleanup
Average stage times: 2s 15s 2s 28s 6s . . .
(Average full run time: ~Tmin 45) e — . — - - Leveraging pipelines for SQAaaS
250
Hay2a 2s 14s 2s 27s 5s
mne
https://github.com/EOSC-synergy/FAIR_eva

27



https://github.com/EOSC-synergy/FAIR_eva
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echnical Framework: F-UJI metrics in SQAaaS

8

2 \ Automated FAIR Data
‘?) F-UJ I Assessment Tool

F-UJl is a FAIR assessment REST web service developed in

FAIRSFAIR
Enables validation of FAIRSFAIR Data Object Assessment Metrics @i i oo ww - wome - Z05
Comparing alignment of F-UJI and FAIR validator metrics =% -~ = = =

Looking at common interfaces for metrics
Integrating F-UJI in the SQAaa$S platform »




